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  Andrea Melis 
 

 
"Do not wait to strike till the iron is hot; but make it hot by 

striking." - W. B. Sprague 
 
 

 

Personal Details 

- Date of Birth: …………. 

- Place of Birth: ……………. 

- Nationality: Italian 

- Citizenship: Italian 

Professional Experience 

Post-Doc Researcher Fellow 

2019–present Department of Computer Science and Engineering, University of Bologna, Italy. 
As a Post-Doc researcher fellow my work aims to study, design and implement innovative 

solutions that allow to improve the safety and operational robustness of connected 

production industrial network and devices for cyber-security contexts. The project will 

consider both real and actual industrial plants and machinery in their own right, such as 

smart devices and products made by a company and sold / installed at their customers. 

This project aims also to include: 

• an IT risk assessment that takes into account the characteristics technological systems 
and industrial devices, and their interactions with processes business and business objectives; 
• Identification of not only technological solutions that allow to minimize the costs 
vulnerability that causes the production processes to be stopped or damaged, and to 
improve the integrity and confidentiality of sensitive data managed by machinery and 
interconnected devices; 
• The development of solutions that are compatible with the business reality of the 
territory, in terms of company size, turnover and investment constraints in Safety. 

 

Phd 

2016–2020 Department of Electrical, Electronic and Information Engineering, University 

of Bologna, Italy. 

My research activity is mainly focused on computer security and on architectural threat 
analysis. I have been working on analysis and defense of IoT and Serverless architectures, 
developing tools to test and protect this architectures and formal models to describe them. 
Actually my main focus is the study of security solutions for SDN architectures. 
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Researcher Fellow 

2015–2016 Department of Electrical, Electronic and Information Engineering, University 

of Bologna, Italy. 

During this year i was part of the SMAll project teams. SMAll is a project funded by EIT 
Digital whose goal is to create a software platform that enables urban and extra-urban 
mobility services. In this project, my role has been twofold. With the team I have actively 
participated in the drafting of the software development process and the design of the 
platform invocation interfaces. In particular, I gave more emphasis to the security criticality 
introduced by this platform, from the insider threat problem to the issues of user privacy 
resulting from the management of personal data. 

 

Researcher Fellow 

2014–2015 Department of Electrical, Electronic and Information Engineering, University 

of Bologna, Italy. 

My work focused on the security and privacy aspects of the Emilia-Romagna Regional 
Government project called "Mi Muovo" (I move). But above all my goal was analyze 
the structure of the system architecture, with different kind of tests, perform analysis on 
the data produced by this system and try to discover security vulnerabilities and possi- 
ble privacy violations. Part of this work was published in dedicated workshop and in a journal. 

 
Teaching 

2020–Present Adjunct professor, Department of Electrical, Electronic and Information Engineer- 

ing, Advanced Automotive Electronic Engineering. 

Responsible for Real-Time Operating System Course. The course covers the fundamentals 
of modern real-time operating systems. Arguments that are addressed in the course are 
architecture, organization, and functionalities of modern operating systems, task manage- 
ment and resource allocation, mechanisms and tools for synchronisation and concurrent 
programming, characteristics of real-time operating systems and main scheduling algorithms 
for hard real-time periodic processes. 

2018–Present CyberChallenge Tutor, Department of Computer Science and Engineering, Cyber- 

challenge.it Program. 

Organizer and tutor for the University of Bologna Group for Cyberchallenge.it program. 
My role in this task has been twofold. First organizing the schedule for classes and lab 
activities with my colleagues, second i was personally in charge for 3 teaching modules of 
the program, Web Security 1 and 2 where i showed the main attack and defense aspects of 
Web Applications and Cryptography Module. 

2014–Present Teaching Assistant, Department of Computer Science and Engineering, Computer 

Science Degree Program. 

Teaching assistant of professor Marco Prandini for the laboratory activity for the course 
"Laboratory of System Administration". The goal of this course is to present the main 
subjects related to system administration, and to provide some fundamental skills needed 
to configure and monitor GNU/Linux systems in particular. The common thread of the 
lectures is an attention to safety/security as the ability to make systems resilient to faults, 
errors, and malicious attacks as well. In this course i provided support on the settings and 
configuration of the virtual lab and provided assistance to students in exercises and tests 
resolutions. 
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Education 

2011–2014 Master degree in Computer Science, University of Bologna, Italy. 

○ Study emphases: Distributed System, Artificial Intelligence, Complex Systems, Data 
Mining, Machine Learning, Applied Security 

○ Master’s Thesis: Data Sanitization for a clearing system in a public transport operators. 
○ Advisor: Prof. Marco Prandini 

2012–2013 Master Ubiquitous Networking, Distributed Systems and Security, Nice, Poly- 

tech Sophia Antipolis, France. 

○ Study emphases: Distributed Systems, Distributed Algorithms, Security in Cloud Com- 
puting and Distributed Systems. 

○ Master’s Internship: Participate in the discussion of the development of a clearing system 
for an EmiliaRomagna regional government project; and research and implementation of 
data sanitization techniques in order to prevent malicious behavior from insider threat. 

○ Advisor: Prof. Karima Boudaoud 

2008–2011 Bachelor of Computer Science, University of Bologna, Italy. 

○ Study emphases: Introduction and basics of Algorithms, Programming, Networking, 
Database, Computer Theory and Web Technologies. 

○ Master’s thesis: Social Engineering: Analysis of the attack methods and defense tech- 
niques. 

○ Advisor: Prof. Ozalp Babaoglu 

2003–2008 Diploma in Scientifics "A. Businco", Jerzu, Italy. 

Schools 

Building Trust in the Information Age, summer school on computer security and 

Privacy Issuing, Università degli Studi di Cagliari Sep 2016 

IEEE Winter Academy on Internet of Things, Milan Dec 2016 

Tallinn University of Technology Cyber Security Summer School, Tallinn University 

of Technology Jul 2015 

International Summer School on Information Security, Universidad de Deusto Jul 

2015 

International Summer School on Machine Learning for Cyber-Security, Università di 

Padova, Sep 2019 

International Summer School on Cyber Range, Università di Trento, Feb 2020 

Awards 

2021 Offensive Security Certified Professional (OSCP). Credential ID OS-101-31614 

2020 CVE-2020-26694 Disclosed Vulnerability 

Fellowships 

Sardinia Regional Government Fellowship for Deserving Students 

2008 Fellowship for Deserving Bachelor Students 

2009-2012 Annual Fellowship for Deserving Students of Scientific University Programs. 
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Languages 

Italian Native Language 

English Intermediate (B2) Scientific-Technique Fluent 

French Base-Advanced (B1) Good understanding and speaking skills 

Personal data 

- Le informazioni contenute nel curriculum sono rilasciate ai sensi degli articoli 

46/47 del D.P.R. 445/2000. Autorizzo il trattamento dei miei dati personali ai 

sensi del Regolamento Europeo (G.D.P.R. 2016/679). 

Bologna 31/01/2022 


